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Warning notice

All information herein is either public information or is the property of and owned solely by
A.E.T. Europe B.V. who shall have and keep the sole right to file patent applications or any
other kind of intellectual property protection in connection with such information.

This information is subject to change as A.E.T. Europe B.V. reserves the right, without notice,
to make changes to its products, as progress in engineering or manufacturing methods or
circumstances warrant.

Installation and use of A.E.T. Europe B.V. products are subject to your acceptance of the
terms and conditions set out in the license Agreement that accompanies each product.
Nothing herein shall be construed as implying or granting to you any rights, by license, grant
or otherwise, under any intellectual and/ or industrial property rights of or concerning any
of A.E.T. Europe B.V. information.

Cryptographic products are subject to export and import restrictions. You are required to
obtain the appropriate government licenses prior to shipping this Product.

The information contained in this document is provided “AS IS” without any warranty of any
kind. Unless otherwise expressly agreed in writing, A.E.T. Europe B.V. makes no warranty as
to the value or accuracy of information contained herein. The document could include
technical inaccuracies or typographical errors. Changes are periodically added to the
information herein. Furthermore, A.E.T. Europe B.V. reserves the right to make any change
or improvement in the specifications data, information, and the like described herein, at any
time.

A.E.T. EUROPE B.V. HEREBY DISCLAIMS ALL WARRANTIES AND CONDITIONS WITH REGARD
TO THE INFORMATION CONTAINED HEREIN, INCLUDING ALL IMPLIED WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, TITLE AND NON-INFRINGEMENT.
IN NO EVENT SHALL A.E.T. EUROPE B.V. BE LIABLE, WHETHER IN CONTRACT, TORT OR
OTHERWISE, FOR ANY INDIRECT, SPECIAL OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES
WHATSOEVER INCLUDING BUT NOT LIMITED TO DAMAGES RESULTING FROM LOSS OF USE,
DATA, PROFITS, REVENUES, OR CUSTOMERS, ARISING OUT OF OR IN CONNECTION WITH
THE USE OR PERFORMANCE OF INFORMATION CONTAINED IN THIS DOCUMENT.

© Copyright A.E.T. Europe B.V., 2000-2023. All rights reserved.
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1 Introduction

ZORG-ID. Mobile App is used to create a secure connection for authentication and singing
from a mobile device. Based on PKI technology and more than 15 years of expertise, the
ZORG-ID authentication and signing service offers a flexible, easily adaptable and integrated
solution for any business application. The ZORG-ID service offers a unique solution that
works without any web browser plugins, username/password combinations you need to
remember or complicated text messages you need to copy into your browser. The only
thing you need to know as a user is your username and your PIN code.

A user connects with his or her browser to a Business Application. He enters his or her
username in the required field of the application which send a verification request to the
ZORG-ID server. The ZORG-ID server will push a message (Asking for consent) to the users
mobile phone and then the user can enter his PIN on the phone to get access to the
application on the PC. The Business Application gives access to the users’ requested
information.

The aim of this document is to offer a step-by-step guide for installing and using ZORG-ID.
Mobile App.

1.1 Legend

= An action is required by the user

! Note with useful information
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2 Installation

2.1 Android versions supported
ZORG-ID. Mobile App is supported on Android version 6.0 and higher.

2.2 iOS versions supported
ZORG-ID. Mobile App is supported on iOS version 11.0 and higher.

2.3 Languages supported

ZORG-ID. offers support for the following languages:
1. English
2. Dutch

2.4 Installation guide

= Open Android’s Play Store or Apple’s App Store, depending on the used device

= Search for “ZORG-ID.”

= Download and install the application

! When starting ZORG-ID. Mobile App for the first time the ZORG-ID. Mobile App will
request permissions to send notifications to the user. Allowing notifications is strongly

recommended to get the best user experience.

! The ZORG-ID WID scan application is required for a complete ZORG-ID. Mobile App
installation. Read the ZORG-ID WID scan Mobile App Android/iOS - Installation & User

Manual for more information.
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3  Onboarding

3.1 SetPIN

When the ZORG-ID. Mobile App is used for the first time after installation, the user will be
guided through the onboarding process. During this process a PIN will be created.

= Start ZORG-ID. Mobile App for the first time.
= Continue through the steps until Create your PIN.
= Choose a secret six-digit PIN. (fig. 1)

= Re-enter the same PIN to confirm.

1:33 = -

@
Create your PIN
1 2 3
5
7 8 9
POR TUW W
0 &)

Figure 1: Create PIN
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4  Enrolling

4.1 Enrol with QR code

A user will usually receive a QR code prior to using ZORG-ID. Mobile App. Follow these steps
to enrol an identity in ZORG-ID. Mobile App using a QR code.

= Start the QR code scanner using one of the following methods:
A) After setting a PIN during onboarding, press Scan QR Code. (fig. 2)
B) Inthe main menu, press Get started -> Add an ID with a QR code. (fig. 2)
C) Inthe main menu, press Scan -> Scan QR. (fig. 2)

< Skip Close
Setup ID
Setup your ID using the options below
%€ Add an ID with a QR code
Add Manually
Setup your ID Entor ths datails of your ID manally
With your 1D yo nt or deny access to your
drees to personal infor Restore ID
2 .

Restore a backup of an 1D

BT scanar

& scanwip
&
24 Scan QR code
X

Add manually

Figure 2: Starting enrolment

= Allow camera permission for ZORG-ID. Mobile App when requested.

= Scan the QR code using the camera.

= Confirm the identity details, then press Add ID.

ZORG-ID. Mobile App will now start the enrolment. When finished it will return to the main
menu where the new identity will be added to the list.
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4.2  Enrol manually

It could happen a user receives enrolment credentials without a QR code. It is possible to do
an enrolment manually following these steps.

= Start the manual enrolment using one of two ways:
A) After setting a PIN during onboarding, press Add manually. (fig. 3)
B) Inthe main menu, press Get started -> Add Manually. (fig. 3)

< Skip Close
Setup ID
Setup your ID using the options below
U % Add an ID with a QR code
Add Manually‘ )

Setup your ID

Restore ID
|
Restore a backup of an ID

24 Scan QR code

Add manually

Figure 3: Starting enrolment manually

= Enter received username, then press Next.
= Enter received one-time password, then press Add ID.

= Confirm the identity details, then press Add ID.

ZORG-ID. Mobile App will now start the enrolment. When finished it will return to the main
menu where the new identity will be added to the list.
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5 ldentity management

5.1 View identity details
Follow these steps to view detailed information about the enrolled identity.

= In the main menu, open the ID tab using the tab navigation at the bottom. (fig. 4)

= In the ID tab, press the name of an identity in the list to view its details. (fig. 4)

2:24 =T - 2:24 = -
Your ID < Back
fi:n-r[),\oegzlrﬂ >
John Doe

221124

ZORG-ID Dienst (MVP)

@ e el @ o hd

S

Figure 4: Identity list and details

5.2 Renew identity with QR code

Identities use certificates that have an expiration date. Therefore, occasionally identities
must be renewed. Users will usually receive a QR code that can be used to perform an
identity renewal. Follow these steps to complete a renewal with a QR code.

= In the main menu, press Scan -> Scan QR to open the QR code scanner.
= Scan the received QR Code.

= Confirm the identity details, then press Renew ID.

ZORG-ID. Mobile App will now start the renewal. When finished it will return to the main
menu and notify the user of a successful renewal.

10
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5.3 Renew identity manually

It could happen a user receives renewal credentials without a QR code. It is possible to do a
renewal manually following these steps.

= Open identity details (follow steps from 5.1) .
< Back
= Open the options menu by pressing the three dots at More options
the tOp-rIght (flg 5) Manage your ID using the options below

o

Renew your ID

= Press Renew your ID. (fig. 5)

{0J Create a backup

= Enter received one-time password, then press Renew Delete your D

You will lose your request histary and you're

m]}

only able to restore the ID with

your ID. oy S o i

= Confirm the identity details, then press Renew ID.

ZORG-ID. Mobile App will now start the renewal. When
finished it will return to the main menu and notify the user
of a successful renewal.

5.4 Backup identity

ZORG-ID. Mobile App provides backup functionality for
identities. This enables users to restore identities after they
have been lost. Follow these steps to create a backup.

Figure 5: Identity options menu

Cancel

= Open identity details (follow steps from 5.1)
Backup your ID

= Open the options menu by pressing the three dots at J—— ‘
the top-right. (fig. 6) | eesescscee e |

= Press Create a backup. (fig. 6)
= Enter a password according to the requirements

shown and re-enter the password to confirm, then

press Next. (fig. 6)
= Press Save your backup.

= Choose a location to save the backup file.

Figure 6: Create identity backup
' Itisrecommended to save the backup on a different

device as to where it was created.

11
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5.5 Restore identity

An identity can be restored into ZORG-ID. Mobile App from an existing backup. Follow these
steps to restore a backed-up identity.

= In the main menu, press Get Started. s -

< Back Cancel

= In the options menu, press Restore ID.
= Press Select your file. Enter your password
Enter the password for the backup file

= Using the device’s file explorer, navigate to the covessesss
backup file and select it. '

= Enter the password that was used to create the
backup, then press Confirm. (fig. 7)

= Confirm the identity details, then press Restore ID.

ZORG-ID. Mobile App will now restore the identity from the

backup file. When finished it will return to the main menu
where the renewed identity will be added to the list.

Figure 7: Restore from backup

5.6 Remove identity

Follow these steps to remove an identity from ZORG-ID. Mobile App.

= Important: removing an identity without a backup will render it impossible to recover.
Always make sure you create a backup before deleting an identity from ZORG-ID.
Mobile App.

= Open identity details (follow steps from 5.1)

= Open the options menu by pressing the three dots at the top-right. (fig. 5)

= Press Delete your ID.

= Press Ok to confirm.

12
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6 Signing

6.1 View pending requests

Enrolled identities can receive requests that can be accepted or denied using ZORG-ID.
Mobile App. Requests are received through notifications or by refreshing the application.
Follow these steps to view all pending requests.

= In the main menu, open the Requests tab using the tab navigation at the bottom.
(fig. 8)

= In the Requests tab, press a request in the list to view its details. (fig. 8)

o -

Requests Close

($ Pending =% History
—
Open session > @
Login request
Login request > Issued by
est Server Test Server

Requested by
Applicant

Using ID:
John Doe

@ —

@? o o Decline

Figure 8: Request list and details

6.2 View request history

All requests are archived in the ZORG-ID. Mobile App after they are accepted, rejected or
expired. Follow these steps to view requests in history.

= In the main menu, open the Requests tab using the tab navigation at the bottom.
(fig. 9)

= In the Requests tab, select the History tab using the tab navigation at the top. (fig. 9)

= In the History tab, press a request in the list to view its details. (fig. 9)

13
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4:38 = - 4:52 = -
P a |
Requests Close
( Pending =% History
Approved |
Today
[ session ended | (\:'/\7
- D
Applicant
e Request
[Approved |
Request Test Server
Applicant
Declined |

Jsing I
John Doe
Request

[Approved |

Request

Figure 9: Request history

6.3 Approve request
Pending requests can either be accepted or rejected. Follow these steps to accept a request.

= Open request details (follow steps from 6.1).

= Press Accept. (fig. 8)

ZORG-ID. Mobile App will accept the request and communicate this back to the server. The
request will be moved to history.

6.4 Deny request
Pending requests can either be accepted or rejected. Follow these steps to reject a request.

= Open request details (follow steps from 6.1).
= Press Decline. (fig. 8)

= Press Ok to confirm.

ZORG-ID. Mobile App will reject the request and communicate this back to the server. The
request will be moved to history.

14
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/  Sessions

7.1 View sessions

ZORG-ID. Mobile App offers session functionality, which can be used to authenticate a user
over an extended period as opposed to accepting every request separately. Multiple
sessions can be active at the same time. Follow these steps to view all active sessions and

specific session details.

= In the main menu, open the ID & Sessions tab using the tab navigation at the bottom.
(fig. 10)

= Inthe ID & Sessions tab, open the Sessions tab using the tab navigation at the top.
(fig. 10)

= In the Sessions tab, press a session in the list to view its details. (fig. 10)

Your ID & Sessions Close End session
aIip Sessions
(&2
[s2] ~pplicant
Session

Issued by
Test Server
Requested by
Applicant

Using ID
John Doe

N

Figure 10: Session list and details

15
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7.2 Start session

Users can start a session by scanning a QR code. Follow _

these steps to initiate a session in ZORG-ID. Mobile App. o

~
= In the main menu, press Scan -> Scan QR to open
the QR code scanner. Open session
= Scan the received QR Code. Tessener
Applicant
= Confirm the session details, then approve the John Doe

request. (fig. 11)

7.3 Close session

Decline

Active session can be closed in two ways. The server can
close a session, which will automatically notify the ZORG-
ID. Mobile App and close the session there as well. ZORG-

. . Figure 11: Start session request
ID users can also close sessions by following these steps.

= Open session details. (follow step from 7.1)
= Press End session at the top-right. (fig. 11)

= Press Ok to confirm.

16
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8 Scanning

8.1 WID scanning

From ZORG-ID. Mobile App it is possible to use ZORG-ID WID scan Mobile App. This
application can be used to scan identification documents (id-card, driver’s license, etc.) and
transport the data securely over the internet using a ZORG-ID. Mobile App session. Follow
these steps to start a WID scan.

! The ZORG-ID WID scan application is required to do WID scans. Read the ZORG-ID
WID scan Mobile App Installation & User Manual for more information.

= Start a session. (follow step from 7.2)

= In the main menu, press Scan -> Scan WID to start the WID scan application. (fig. 12)

1:09 = -

Eg Scan QR

-
X

Figure 12: Start WID scan

17
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9  Settings

9.1 Change PIN

The PIN used to authenticate a user into ZORG-ID. Mobile App can be updated by following
these steps.

= In the main menu, open the Settings tab using the tab
navigation at the bottom. (fig. 13)

= In the Settings tab, press Security -> Change your PIN. 202 o
Settings

= Enter the current PIN. cecurty

= Choose and enter a new secret six-digit PIN. Language

English

About the app

= Re-enter the same PIN to confirm.

9.2 Change language

Follow these steps to change the language of ZORG-ID.
Mobile App menus.

= In the main menu, open the Settings tab using the tab
navigation at the bottom. (fig. 13)

Figure 13: Settings
= In the Settings tab, press Language to open the

language selection menu.

= Press the desired language.

18
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10 Troubleshooting

10.1 Export logs

In rare cases a user might be requested to export some application logs to help ZORG-ID.
Mobile App offer better support and get a closer look at problems. Follow these steps to
export logs and share them.

= In the main menu, open the Settings tab using the
tab navigation at the bottom. (fig. 13)

2114 T -
< Back About the app

Version

= In the Settings tab, press About the ZORG-ID. Mobile
App.

Export logs

Licenses

= In the next menu, press Export logs. (fig. 14)
= Choose a location to save the zip-file with logs. It can

also be shared immediately through a different
application without having to save.

Figure 14: Export logs

19



